
CUSTOMER RELEASE NOTES

EdgeCore ES4524C

Firmware Version 2.0.0.3
INTRODUCTION:
EdgeCore ES4524C is a switch containing defines 24-port Gigabit Ethernet Layer 2/4 Switch. The switch provides 24 10/100/1000GbE CU ports.  Four of those ports are combo ports with associated SFP transceiver slots.

The base hardware is a 1U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common Http browsers such as Netscape Navigator or Microsoft’s Internet Explorer (both browsers should be Version 6.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the EdgeCore ES4524C from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release note prior to the installation or upgrade of this product.


Firmware Specification:
	Status
	Version No.
	Type
	Release Date

	Current Version
	2.0.0.3
	Customer
	2006/06/05


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Category
	Feature
	Support
	Priority

	Monitor Environment
	Power Status
	Yes
	RTS

	Switching Features

	VLAN
	802.1Q – Tag-based
	Yes
	RTS

	
	802.1Q – Port-based
	Yes
	RTS

	
	802.1Q – Remove Tag 
	Yes
	RTS

	
	255 VLANs per switch
	Yes
	RTS

	
	802.1v Protocol VLAN
	Yes
	RTS

	
	GVRP
	Yes
	RTS

	Priority/ CoS
	L2: 802.1p – Tag-based
	Yes
	RTS

	
	L2: 802.1p – Port-based
	Yes
	RTS

	
	L2: 802.1p - Queuing
	8 queues per port
	RTS

	
	L3 Aware: IP TOS
	Yes
	RTS

	Link Aggregation
	802.3ad
	Yes
	RTS

	
	Cisco EtherChannel
	Yes
	RTS

	Port Mirroring
	Port Mirroring
	Yes
	RTS

	Multicast Support
	IGMP Snooping v1/v2
	Yes
	RTS

	
	Broadcast Storm

Control
	Yes
	RTS

	Spanning Tree
	STP per Switch
	Yes
	RTS

	
	Fast Link Option
	Yes
	RTS

	
	Rapid Spanning Tree convergence 
	Yes
	RTS

	System Software

	IP Address Management
	Static
	Yes
	RTS

	
	BootP
	Yes
	RTS

	
	DHCP client
	Yes
	RTS

	Configuration Management
	Configuration File
	Yes
	RTS

	
	Firmware upgrade
	Yes
	RTS

	
	Dual firmware images
	Yes
	RTS

	Access Control
	Various privileges
	Yes
	RTS

	
	Remote authentication & authorization -- RADIUS
	Yes

	RTS



	
	Remote authentication & authorization – TACACS 
	Yes
	RTS

	
	ACL (128 rules per ports)
	Yes
	RTS

	Web Management
	Switch Front Panel View
	Yes
	RTS

	
	Look & Feel
	Yes
	RTS

	
	Support Secure socket layer
	Yes
	RTS

	
	WEB enhanced counters and utilization counters
	Yes
	RTS

	Character-Based Management
	Cisco-like CLI via Telnet and Serial Port
	Yes
	RTS

	Logging
	Event logging
	Yes
	RTS

	
	Command line activity
	Yes 
	RTS

	
	Remote syslog (RFC-3164)
	Yes
	RTS

	SNMP Management
	SNMP v2c
	Yes
	RTS

	
	MIB support
	Yes
	RTS

	
	Private MIB
	Yes
	RTS

	
	Alerts 
	Yes
	RTS

	
	SNMP access IP address filtering
	Yes
	RTS

	Port Security
	Mac Based Port Security
	Yes
	RTS

	
	Intrusion action shutdown and Trap
	Yes
	RTS

	
	802.1x port based
	Yes
	RTS

	
	SSHv1/v2
	Yes
	RTS

	MAU MIB
	MAU MIB
	Yes
	RTS

	SMTP
	Simple Mail Transfer Protocol
	Yes
	RTS

	SNTP
	Simple Network Timer Protocol
	Yes
	RTS

	DNS
	Domain Name Server
	Yes
	RTS

	3rd party management applications
	HP OpenView for Windows
	Yes
	RTS


Installation and Configuration Notes:
In general, the EdgeCore ES4524C will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing EdgeCore ES4524C, please follow the TFTP download instructions that are included with your firmware image upgrade kit. TFTP download instructions are also available on the Support web site at: 

Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
V2.0.0.3

	ES4524C-38-00012 --- Shipment of DX-5024GS (ACL can't block the source mac/IP to destination IP of CPU.)


V2.0.0.2

	ES4524C-38-00010 --- IGMP snooping fix for MR2324E


V2.0.0.1
	Support PoE function


modifications:
	


Known Restrictions and Limitations:
	1. Flow control does not work crossing the chip.

	2. Trunk/LACP port members needs to be at the same port configuration

	3. VLAN name max length is 32(same as RFC2674 MIB definition).  When user try to set a vlan name from ifalias(rfc2863MIB), user still can set 64 characters maximum but will always be truncated to 32 characters at most, since both are referred to same database.  All the other name(port/trunk) max length are still kept at 64 characters at most.

	4. When I inject priority and tag traffic by SMB, the transmission value has not follow rule for system.

	5. When running street test over 2 days, the LACP and Dynamic Vlan would crash on system.

	6. 802.1X:There is only 1 EAP request for MD5 received after send EAP response packet for ID

	7. Cos: Strict Queuing priority failed.

	8. when use Secure Shell Client generate the DSA private key, and download to DUT ,the console will halt


Any other problems than those listed above should be reported to our Technical Support Staff.

Compliance support:
	Compliance Level
	Compliant

	Year 2003 
	YES*


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1v
	Protocol VLAN

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1213
	MIB-II
	- system group
- interfaces group 
- ip group
- icmp group
- tcp group
- udp group
- snmp group

	1493
	Bridge MIB
	- dot1dBase group 
- dot1dStp group 
- dot1dTp group
- dot1dStatic group

	2863
	Interfaces Evolution MIB
	- ifXTable group
- ifStackTable group

	2819
	RMON MIB
	- statistics group
- history group
- alarm group
- event group

	2618
	RADIUS MIB
	- radiusAuthClientMIB

	2665
	Etherlike MIB
	- dot3StatsTable group

	2737
	Entity MIB
	- entityPhysical group

	2674
	P-bridge
	- dot1dExtBase group 
- dot1dPriority group 
- dot1dGarp group

	2674
	Q-bridge
	- dot1qBase group 
- dot1qTp group 
- dot1qStatic group
- dot1qVlan

	2668
	MAU MIB
	- dot3IfMauBasic group 
- dot3IfAutoNeg group 


rivate Enterprise MIB Support:
	Title
	Version

	ES4524C_38.mib
	  


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	coldStart
warmStart
linkDown
linkUp
authenticationFailure

	RFC 1493
	newRoot
topologyChange

	RFC 2819 
	risingAlarm
fallingAlarm
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